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The Aultman Compliance Program was established to support our commitment to the highest standards of
conduct, honesty, and integrity in our business practiCesapliance is all about doing the right things for the

rightreasons.Compl i ance programs exi st to i1 dentify and o0VeE
understand that anyone can identify and report a compliance concern. When in doubt, ask. Talk with someone
about your concerns, use the confidential compl i an:
somet hing, then we’'re concer ned ab%t i t oo.
lll*lll
HtE
Our 2022 HIPAA & Compliance Thank you for taking the time to complete this
education is focused on protection: important education. Most of all, thank you for your
_ _ _ _ _ continuous effort each day to protect the privacy of
A Protecting the privacy of our patients by keeping their our patients and to perform your work with
information confidential. honesty and integrity.
A Protecting our electronic systems through effective =\ T,
cybersecurity practices. & .8 "
“““ L LAWS
: L : : ! =577 g \EHEE
A Protecting our organization by reporting compliance f?eak Up! =
'oicing your concern — A1
concerns. can make a difference. FroTEeTion l
ngmf / ‘?} COMPLIANCE
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Key Topics: .
A What is HIPAA?
A HIPAA Myths That Are False
H I PA A A Why Patient Privacy is Important
A Protected Health Information (PHI)
A Treatment, Payment, & Operations (TPO)
COM PLIANCE A Minimum Necessary
A Sharing Info with Pa:
Friends
HIPAA compliance is adherence to the physical, A Snooping |
administrative, and technical safeguards outlined in A HIPAA Audits
the HIPAA Privacy Rule, which covered entities and A Common HIPAA Violations
A Information Blocking

business associates must uphold to protect the
integrity of Protected Health Information (PHI)
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What is HIPAA? HIPAA is a federal law that regulates and sets standards for both
individuals and organizations for protecting patient privacy and
the confidentiality of theifProtected Health Information (PHI)

Those who must comply with HIPAA are often cal&hA-covered entities.
These include, but are not limited to:

D
Providers @ Health Plans 1t (_\ 1t

A Hospitals. A Health insurance companies.

A Physician practices. A Health maintenance organizations

A Clinics. (HMO).

A Nursing homes. A Employersponsored health plans.

A Rehab facilities. A Government programs that pay

A Pharmacies. for health care like Medicare,

A Healthcare workers. Medicaid, and military and

veterans’' health progr

HIPAAdoeNOTapply to | i1 fe I nsurers, employers, wol

enforcement, many state agencies like child protective services, reporters, restaurants or grocery sta
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Common HIPAA Myths That Are False m%usnﬂg

\V\aiil " All health information is covered by HIPAA.

V\ait] | HIPAA cuts off communication with a patient’s
family and friends.

TRUTH: So long as the patient does not object, the Privacy Rule TRUTH: HIPAA only covers health information that is created,
permits you to share informati on wirdcdived rhamtaiped, storedorttransmited by & HiRib&ered n d
family members. If a patient has made it clear that information entity (healthcare provider, health plan, etc.) or its business
should not be shared with their family, or a specific person, then associates.

the patient’'s wishes must be respected.

\/AI:F" You cannot be called by name in a waiting room. MYTH Reporters who publish patient information are
violating HIPAA.

TRUTH: Itis not a HIPAA violation to call a patient in a waiting room TRUTH: Newspapers, TV stations, and other media outlets are
by name as no health information is being disclosed. However, it is not HIPAAcovered entities, so their reporters cannot violate

not permitted to call a patient by name and also state a health HIPAA. If a healthcare worker accesses medical records without
condition or any other health information. authorization and provides the information to a reporter, it is the

healthcare worker that has violated HIPAA, not the reporter.

MYTH HIPA.A r(?quires y?u to obtain a signed form before V141" HIPAA is anti-electronic.

sharing information for treatment purposes.
TRUTH: Healthcare providers can freely share information for ;RUTHfIYOlIJ ca;]n comrEunica;[e with patle'n;s,hp;rolwders, apd o';hers
treatment purposesvithout a signed patient authorization. y email, telephone, phone, fax or text with tiraplementation o

appropriate safequard® protect patient privacy.
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Why Patient Privacy is Important

Our patients place theirRUST in us
to protect their most private
iInformation.

Not only do we have kgal duty to protect

our patient’'s |

we have areTHICAL and MIORAL obligation
as well.
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If our patients don’t trust us with their
private information...

They may be reluctant to disclose
@ Important information that is vital to their
care.

They may go elsewhere to receive
treatment.

nflor mati on,
@ Our community reputation could be

damaged

>
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Protected Health Information P
Any health information that could identify a person. %
May include:
Patient name, address, age, date of birth, social security number, clinical information, test results, diagnosis,
photos, employer, etc.
Can be in any form including electronic, paper or oral. Examples of information
that is not PHI: ><
Some examples of PHI: . \/ A Employment records held by an
A Medical records. eerIo_yekr,l ke:
A Xrays Sick leave requests. N
A Claimé or billing records A Drug screenings as condition of
A Conversations with a patient. A er_nplo.?{mgnt. f
A Blood test results D isability nsurance forms. -
A Health informatior.1 reqardin A Family Educational Rights and Privacy
garding Act (FERPA) records.
a person who has been A : fied health inf :
deceasedess thar0 years. De-identified health information.
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Treatment, Payment & -

Operations (TPO) Uses and disclosures of PHI are permitted without patient
authorization for the purpose of healthcare treatment,
payment, & operations (TPO).

-

A

_—
A ) /. Case management, )

A Provision or Coverage
coordination of care by determinations. care coordination.
or among health care < s : < : :
: g A Billing, claims A Audit/compliance
providers. .
management and activities.
A Referral of patients by medical data \ conduct
one provider to another. processing. A Con uptlng or
arranging for medical
A Coordination of health A Review of healthcare review, legal services
care or other services services for medical or medical necessity.
among providers and necessity, etc.

\authorized third partiey \ / \ /

Any use and/or disclosure of PHI outside of TPO requires patient authorization.
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HIPAA

Minimum Necessary Standard This important HIPAA standard emphasizes that even when
using Protected Health Information (PHI) for a-jelated
| Looking at your own information or the reason, you should only access, use or disclose the
:rl information of a family member does NOT information that isminimally necessary to complete the
meet this standard! task you are trying to accomplish.
| | Minimum Necessary Standard does NOT = f@ /Z
. o — O O
apply to disclosures made: o— f‘m

A For treatment purposes.
A To an individual about his or her own PHI.

Examples of utilizing the Minimum Necessary Standard:

A A billing clerk may need to know that a particular test was performed, but not the results of the test.

A When making an appointment, a scheduler may need to look at when the previous appointment was, but
not the patient’s entire schedule history.

Alf a provider needs to know about a patient’'s fa
see if it is documented there but should not access the actual records of the family members.
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What Can | Tell My Patient’s 7 030
Friends & Family? g @ @ [I]}

Health information may be shared with designated family, friends, or others

who are i nvol ved i n withthepdtienésapproval. car e or
/ Obtain patient approval before \ / Use professional judgement when the \
sharing PHI. patient is unconscious or incapacitated.
© Oral or written approval is acceptable. © Only disclose the minimum amount of

information necessary to do your job.
o Document it in the medical record.

© Family & friends should be actively involved
@ The patient may change their mind at any in care in order to receive PHI.

\time. / k /

Remember, you can consult your manager or Compliance for guidance.

/
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Snooping is when a colleague accesses th
record of an individual for a reason that is not

-
oY
é@ ‘[ 7 r
a@ TN job-related, regardless of intent.

.

Snooping

Examples of snooping may include:

You hear about a local patient in the
news that is being treated at
Aultman, and you access their recort
to see what room they are in.

You see your neighbor in the ED an
access their record to find out why
they are being treated.

Your child recently had a diagnostic You access your own record for

test performed and you access their

any reason.
record to see what the results are.

Aultman policie®0 NOT PERMIT colleagues to look up their own medical information, or that
of family, friends, cavorkers, or patients of interest.

One way to appropriately access your health information is through the patient pAadman OneChart

/
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HIPAA Audits Aultman is required to have audit trails of

electronic medical record access and utilizes

specialized software for this purpose.
G J

We can se&VHO

accessed a record, | : o
WHEN |t was aCCGSSGd, Aultman uses software that allows us to: \

and WHAT information .
: ® Conduct random audits of colleague access.
was viewed.
You may be asked to justify your ® Investigate any patient complaint regarding HIPAA.
access into a record, and any access _ o

deemed to be unauthorized may ® Run reoccurring specialized reports, such as:

result in disciplinary action. - Coworker snooping. - Snooping on a managetr.

- Household snooping. - VIP snooping.

\ - Selfaccess. - Newthire snooping/

Remember..YOU are responsible foANY access that occurs under your login password.

/
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Common HIPAA Violations

Discussions of patient information in a public place or with unauthorized
individuals.

Print or electronic information left exposed where visitors or unauthorized
individuals can view it.

ii Records accessed without a need to know.

& Sending patient information to the wrong place.
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215t Century Cures Act: | T | T

. . Information blocking is a practice that is likely to
Information Blocking interfere with, prevent or materially discourage access,
exchange or use of electronic health information (EHII).

( Electronic Health Information (EHI)
includes all electronic protected health

I nformation i n a patgl ' e d
record. This includes billing information Examples of Information blocking:

and information used in medical decisign S _ _
K making. ) @ Not providing timely access to a patient trying to
obtain their records or when sending their records
r Applies to all actors in the healthcare A to another provider.
system- physicians and other providers _ _ _
hospitals, health IT vendors, health ® Automatic holds on the release of information to
\_ information exchanges, etc. ) the patient’s portal acco
: Aultman has a responsibility to generall m There are 8 exceptions related to fulfilling requests to
allow access, exchange and use of EHI to access, exchange or use EHI. If one of these exceptions is
the extent permitted by law met, the procedure is not considered information blocking.
N :

Any colleague who has questions or concerns related to the access, exchange or use of EHI should
contact the Compliance Department.
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Key Topics:

Why is Cybersecurity Important?

Mobile Devices

CYBERSECURITY
AWARENESS

Social Media and Patients
[Secure] Emaill

Passwords

It Starts with You

w g &k

Malware
Phishing

How to Report a Suspicious W

/>o>o>o>o>o>o>o>o
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Why is Cybersecurity so Health care organizations are particularly vulnerable
Important in Healthcare? and targeted by cyberattacks because they possess
so much information of high monetary and
Intelligence value to cyber thieves and bad actors.

4 A T h t ted dat 3 |
. e arget e ata ma |
Stolen hteha“h rte(iords mda'?/ sel(ljup toblo UMeS|| financial information like credit card and bank
I?hr ”éorek a'g Stolen credit card humbers on numbers, SSN and intellectual property
€ dark wep. related to medical research and innovation.
_ /
Patient safety and care delivery may also be Hacker s’ access to pri

jeopardized. Losing access to medical records
and lifesaving medical devices, such as when g
ransomware virus holds them hostage, may

deter our ability to effectively care for patients.

opens the door for them to steal information, but
also to either intentionally or unintentionally alter
the data, which could lead to serious effects on
\patient health and outcomes.

Sourceaha.org
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https://www.aha.org/center/cybersecurity-and-risk-advisory-services/importance-cybersecurity-protecting-patient-safety#:~:text=Aligning%20cybersecurity%20and%20patient%20safety,negative%20impact%20on%20clinical%20outcomes.

Mobile Devices & ‘ \

Pictures of patients,-rays, patient

Mobile devices such as :
m AR lists or computer screens may not

Iaptc;]ps, tabletdS’USB be taken with personal cell phones
smartphones an or devices.

flash drives that contain
confidential Aultman

information must be Texting of patient information
password protected and should only be performed with
encrypted. Aultman approved platforms that
are secureandencrypted

The government prohibits the texting of patient care orders, regardless of the platform used.
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Social Media and Patients §®

What should you avoid?

A Posting pictures of patients. @

A Complaining about patients or
mentioning patients while complaining
about your job.

A Blowing off steam after a hard day, such
as posting about a difficult experience
with a very sick patient.

A Commenting on news stories about
patients who are being treated at
Aultman.

A Letting people know that a celebrity,
politician or other prominent person is
being treated at Aultman.

A Adding information to threads other
people have started.

Never forget that the information you learn as part of
your work at Aultman is confidential and should not be
shared on social media. HIPAA requires this.

Best practices NP
|
ADo not list Aultman in your @

employment section.

ADo not reference events that happen at
work.

AKeep social media conversations with co
workers limited to personal, nework
events.

ADo not send pictures of patients to your
friends—they may put them on social
media.

ADo not add or follow any patients on social
media that you met through work.

Even if just one person can identify the patient you are
posting about, the post is identifiable.

/
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Protecting Patient Privacy with
[SECURE] Email

HIPAA allows email communication with patients, providers and
others so long as appropriate safeguards have been implemented
to protect the privacy and security of the information being
shared.Email encryption is one of those safeguards.

e
All emails sent to another Aultman email are already secure and do not
require encryption.

Emails containing patient or other confidential information that are sent
outside of AultmarMUST BE ENCRYPTED.

G

To encrypt an email from an @aultman.com address, type

=1

Send

To...
...

Subject:

& Compliance; / [SECURE] anywhere in the subject line.
The bracket$ Imust be 1 ncl uded, and t

How to Encrypt an Email [Secure]

case sensitive.
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Recycling is Great.
But Not For Passwords! \ |

A Health

i | Insurance

.' sy 8 ‘\/

' 6—{ Password2345 ]—9 { 7‘_0

Lyft and /N
i Benefits Retirement
Portal Account

P

Using the same password for different accounts —
Is tempting—like having one handy key that ./~~|
Airline
Rewards on
S

opens every lock you use. But reusing
passwords is not the solution. hoppin

g

f Compromised passwords are one of the ) 4 For instance, if you use the same \
leading causes of data breaches and reusing password for your Aultman email as for—U
passwords can increase the damage done|by Amazon or your gym membership, a & —
what would otherwise be a relatively small breach at one of those companies put
k incident. all your data at risk. J
2N
¢ Cybercriminals know that people reuse A Before reusing passwords for different accounts,
Q_, passwords and often test compromised \~ especially across work and personal ones, think
:’/@ passwords on commonly used sites in ) of all the data that someone could get into if
order to expand the number of accounts they got that password.
\ they can access. Y,
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Be Careful When Surfing the Internet! o
><

Malware

The files we download from the internet can harbor behind-the-scenes computer
viruses and spyware or open a “back door” giving others access to your computer |
without your knowledge. These viruses and spyware are called “Malware.”

~

! \ Recently, an Aultman colleague was Googling medical information and found a document that potentially contained
helpful information. The colleague downloaded a file which did not supply the supposed inforrbatidid install

L malware on their PQur IT team blocked the malware in time from doing any real damage.
W,
: .l Don’'t downl oad wund@
C[))n? rc]iow:ﬂoa(;) fiﬁ)es 2 suag dS |CL)J Iinls " fiel Barti&hﬁyﬁeg SbINVAR. Tivese files|il you download a file or
y » app piug NEVA DGR Rl U R EYA ey document that you suspect

to be suspicious, please
place a help desk ticket

’ i i i immediately or email
Don’t downl oad pi Uy oS 1t Vel & €&KS 1o nMU S I . : y
ephisecurity@aultman.com

e ot_her EONES SIS UL "e”fY'”g email, popups, instant messages/texts o
their legitimacy. These often contain : : :
social networking sites.
malware.

from known trusted sources.

malware.
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PHISHING

How Criminals Lure You In

Phishing attacks use email or malicious websites to infect your machine with malware and. _|:
viruses in order to collect personal and financial information. AN

Phishing emails may appear to come from a real financial instituticoy@merce site,
government agency, or any other service, business or individual.

The following messages are examples of what attackers may email or text when phishing

sensitive information:

J“The password for vy
r

] ane.doe@aul t man. col
passwor d. Click he rr

ent password.”

“During our regular verification of accounts, we
verify your information.”

J“Our records indicate that your account was overc!l

\J“To see examples of actual phishing emails, and st
visit .. /
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How to Report a Suspicious Email .

4 Report
If you feel you have received a phishing email or fallen victim {o a Message ~
phishing scheme, please notify our IT Security departmen
. IMMEDIATELY by:

Reporting the message using the Report & Submit a Help Ticket located on the
Message button located in the home ribbon _~ OF N Employee Portal

at the top of your Office 365 screen.
Search
earch People AJ) _—il_ _'I Hospital Extension Sheet
= Address Book
_ _ Read Get Report
Y Filter Email = Ajoud  Add-ins Message ~ Help Ticket
Find Speech  Add-ins & Junk
| Phishing CoOvID-19 l.l|:|||:late
/ % MNotJunk
& Options. Employee Screening
(7] _ _ ]
Colleague Well-being Services
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A Why Have a Compliance Program?

CO M P I_ I A N C E A Colleague Expectations

A Fraud, Waste & Abuse
|t s everyone’' s RE|SPLOA&IsiH Policits & Pfocedures
A Pay Attention to Detalil

HEALTHCARE

A How to Report a Concern
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Why Does Aultman Have a
Compliance Program?

Provides a method
for colleagues to
report potential

problems.

Demonstrates a good
faith effort to comply

with federal, state, and
local regulations.

Serves as a
resource to
resolve
compliance
issues.

Establishes
procedures to
prevent, detect and
correct non-
compliance.

2022 HIPAA & Compliance Education | compliance@aultman.com

Aul t man

s Compl i a

N C €

A PROTECT our organization, colleagues, and

customers.

A Preserve the level dNTEGRITY that
Aultman is known for as a highly reliable
organization.

A Promote the continued effort tdO THE
RIGHT THING.

A 2AULIMAN




As an Aultman Colleague, What is Expected of Me?

Fol |l ow Aul tman’'s Code of Conmt.

@ Carry out your job duties WItINTEGRITY andHONESTY.

@ Know the laws and regulations that apply to your job.

© Exercise good judgment and do the right thing when performing
your job.

Confidential Compliance Line.

© Report suspected concerns or problems to the Compliance Depaj nt or
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Fraud, Waste & Abuse

Fraud, Waste & Abuse (FWA), a major contributor to sky rocketing health care
costs, is a primary target of aggressive government resources dedicated to
identifying and prosecuting offenders.

e
~

a
Every year billions of dollars are improperly spent because of FWA. If you have a

concern or

Combating FWA is everyone's respond§Hnaoputy
how things are

being done,
As an individual who provides health or administrative services for it is important
Medicare enrollees, every action you take potentially affects that you report
Medicare enrollees, the Medicare Program or the Medicare Trust your concern!

Fund.
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Fraud, Waste & Abuse Defined ‘, @
©

Anintentional act of deception, misrepresentation or concealment in order to gain
something of value.

Overutilization of services and/or the misuse of resources.

Excessive or improper use of services or actions that are inconsistent with acceptable
business or medical practice.

Examples include:
A Charging in excess for services or supplies.
A Providing medically unnecessary services.
A Billing for items or services that should not be paid for by Medicare.
A Billing for services that were never rendered.
A Billing for services at a higher rate than is justified.
A Misrepresenting services resulting in unnecessary cost to the Medicare program, improper payments
to providers or overpayments.
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How to Access the Confidential Hotline Information
via the Aultman Employee Portal:

AVAUILTMAN | EMPLOYEE PORTAL

a Calendar My Aultman v fesources v Tools v Safety v The Bag

SelectVly Aultman then selectCompliance
GENERAL DINING OPTIONS W

Adopt-A-Family AACH - The Cafe

Alerts

AultmanNow

Bee Healthy

Benefit Information
Classifieds

Community Benefit Hours

Compliance

AACH - Catering Menu
AH - Breakaway Cafe
AH - Seasons Cafe
AH - Aultman Express
AH - AVI Promotions
AH - Catering

AOH - Cafeteria

Next selectCorporate Compliance Lioe click
W the link in the last paragraph. If you prefer to call
TR — e tdRcs into the hotline, the phone number is also listed.

COVID-19 Vaccination Program

Difference Makers
Strength for the Journey

Order Forms

Colleague Assistance

Colleague Discounts

AH Colleague Pharmacy
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How to Access Aultman’s Policy & Procedures

Policies & Procedures (P&P) set expectations and

proper ways of doing things. They guide dayday Policies & Procedures can be accessed via the
activities, help promote consistency in practices, reduce Employee Portal undeResources

mistakes, and keep patients and colleagues safe.

AAULTMAN _EMPLOYEE PORTAL

a Calendar My Aultmar v Resources v Tabls v Safety v The Bag Job Postings Paychecks

Aultman College Org Chart

2022 Financial Calendar Marketing & Communications

Aultman Hospital Floor Maps

AH Joint Commission Survey Guide
Aultman Research

Center for Professional Practice
Clinical Education Opportunities

Clinical Resources

Health Sciences Library

Non-clinical Preceptor Materials

Operational Excellence Aultman Hospital Parking Map

Opioid Resources
Patient Resources
Payer Relations

Policies & Procedures
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Pay Attention to deta 'S

HRO tool designed to prevent us from making unintended slips
and lapses when we perform familiar, routine acts as if we are
on auto pilot.

Common examples of errors that could lead to
HIPAA violations and potentially affect patient

safety:
Using theSTAR methodfor those critical points of no

X A patient receives another pafetum allows usite mmemize disactians and dconcentrate

_ on the task at hand.
x Results are sent to the wrong provider due to the wrong

information being chosen from a dregown list.

STOP- pause before you do anything.

x A fax being misdirected due to not entering the correct
fax number. THINK-t hi nk about what| vy
x Scanning patient information into the wrong medical .
record. ACT—when you actually perform the task.
x Individuals receiving the billing statement for another REVlE\N_C heck to mak e Sjur
patient due to the wrong information being entered or exact | Yy what y ou’
selected.

We are all susceptible to jerr

¢
\
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How to Report a Compliance or Privacy

AULTMAN

Concern
COMPLIANCE LINE
1-866-907-6901
e Discuss concerns with your manager or another member of the

Toll free, anonymous, all day, every day. No retaliation.

management team.

S E Contact theCompliance Department at:
Speak Up! o= T A Ext. 33380 or 33363-3380
Voicing your concemn = ,,,,m, A compliance@aultman.com

can make a difference.
COMPLIANCE -

N Reportanonymously to the Aultman Compliance Line at:
A 1-866-907-6901
If you have compliance concerns, A Or online atttps://www.aultman.org/complianceline
don’t keep them to yourself. *this hotline is managed by a thiplarty company and sends the
* Talk to your manager or another member of the management team. anonymous report to the Compliance Department for investigation

« Speak directly to a men pliance Team at and resolution.
330-363-3380 or email compliance@aultman.com.

ompliance Line at 1-866-907-6901 or . . . . .
e. Colleagues reporting in good faith will not be subject to

retaliation.

/
2022 HIPAA & Compliance Education | compliance@aultman.com A‘AUI-TMAN
COMPLIANCE



mailto:compliance@aultman.com
https://www.aultman.org/complianceline

%mg@ml

HIPAA regulations require Aultman to provide ongoing
compliance education for all colleagues and other members of

the Aultman workforce. We have created a ptesit to
demonstrate your understanding of the information provided in
this education. Every colleague must complete the-fasdtand

answer 80% of the questions correctly.

Please proceed to the pasist now.
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