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The Aultman Compliance Program was established to support our commitment to the highest standards of 
conduct, honesty, and integrity in our business practices. Compliance is all about doing the right things for the 
right reasons. Compliance programs exist to identify and oversee corrective actions. It’s important that you 
understand that anyone can identify and report a compliance concern. When in doubt, ask. Talk with someone 
about your concerns, use the confidential compliance line or call us in Compliance. If you’re concerned about 
something, then we’re concerned about it, too. 

Thank you for taking the time to complete this 
important education. Most of all, thank you for your 
continuous effort each day to protect the privacy of 
our patients and to perform your work with 
honesty and integrity. 

Å Protecting the privacy of our patients by keeping their 
information confidential.

Å Protecting our electronic systems through effective 
cybersecurity practices.

Å Protecting our organization by reporting compliance 
concerns. 

Our 2022 HIPAA & Compliance 
education is focused on protection:
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HIPAA compliance is adherence to the physical, 
administrative, and technical safeguards outlined in 
the HIPAA Privacy Rule, which covered entities and 
business associates must uphold to protect the 
integrity of Protected Health Information (PHI). 

HIPAA
COMPLIANCE

Key Topics:

Å What is HIPAA?
Å HIPAA Myths That Are False
Å Why Patient Privacy is Important
Å Protected Health Information (PHI)
Å Treatment, Payment, & Operations (TPO)
Å Minimum Necessary
Å Sharing Info with Patient’s Family & 

Friends
Å Snooping
Å HIPAA Audits
Å Common HIPAA Violations
Å Information Blocking
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What is HIPAA? HIPAA is a federal law that regulates and sets standards for both 
individuals and organizations for protecting patient privacy and 
the confidentiality of their Protected Health Information (PHI).

Providers

Å Hospitals.
Å Physician practices.
Å Clinics.
Å Nursing homes.
Å Rehab facilities.
Å Pharmacies.
Å Healthcare workers.

Health Plans

Å Health insurance companies.
Å Health maintenance organizations 

(HMO).
Å Employer-sponsored health plans. 
Å Government programs that pay 

for health care like Medicare, 
Medicaid, and military and 
veterans’ health programs.

Those who must comply with HIPAA are often called HIPAA-covered entities. 
These include, but are not limited to:

HIPAA does NOTapply to life insurers, employers, workers’ compensation carriers, most schools, law 
enforcement, many state agencies like child protective services, reporters, restaurants or grocery stores.
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Common HIPAA Myths That Are False

All health information is covered by HIPAA.

TRUTH: HIPAA only covers health information that is created, 
received, maintained, stored or transmitted by a HIPAA-covered 
entity (healthcare provider, health plan, etc.) or its business 
associates.

You cannot be called by name in a waiting room.

TRUTH: It is not a HIPAA violation to call a patient in a waiting room 
by name as no health information is being disclosed. However, it is 
not permitted to call a patient by name and also state a health 
condition or any other health information.

HIPAA requires you to obtain a signed form before 
sharing information for treatment purposes.

TRUTH: Healthcare providers can freely share information for 
treatment purposeswithout a signed patient authorization.

HIPAA cuts off communication with a patient’s 
family and friends.

TRUTH: So long as the patient does not object, the Privacy Rule 
permits you to share information with the patient’s friends and 
family members. If a patient has made it clear that information 
should not be shared with their family, or a specific person, then 
the patient’s wishes must be respected.

Reporters who publish patient information are 
violating HIPAA.

TRUTH: Newspapers, TV stations, and other media outlets are 
not HIPAA-covered entities, so their reporters cannot violate 
HIPAA. If a healthcare worker accesses medical records without 
authorization and provides the information to a reporter, it is the 
healthcare worker that has violated HIPAA, not the reporter.

HIPAA is anti-electronic.

TRUTH: You can communicate with patients, providers, and others 
by email, telephone, phone, fax or text with the implementation of 
appropriate safeguardsto protect patient privacy.

MYTHMYTH

MYTH

MYTH

MYTH

MYTH
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Why Patient Privacy is Important

Our patients place their TRUST in us 
to protect their most private 

information.

Not only do we have a legal duty to protect 
our patient’s information, 

we have an ETHICAL and MORAL obligation 
as well. 

They may be reluctant to disclose
important information that is vital to their
care.

They may go elsewhere to receive
treatment. 

Our community reputation could be
damaged. 

If our patients don’t trust us with their 
private information...



72022 HIPAA & Compliance Education | compliance@aultman.com

Any health information that could identify a person.

Protected Health Information PHI
May include:

Patient name, address, age, date of birth, social security number, clinical information, test results, diagnosis,
photos, employer, etc.

Can be in any form including electronic, paper or oral. 

Some Examples of PHI:
Å Medical records.
Å X-rays.
Å Claims or billing records.
Å Conversations with a patient.
Å Blood test results.
Å Health information regarding 

a person who has been 
deceased less than50 years.

Å Employment records held by an 
employer, like:
Å Sick leave requests.
Å Drug screenings as condition of 

employment.
Å Disability insurance forms.

Å Family Educational Rights and Privacy 
Act (FERPA) records.

Å De-identified health information.

Some examples of PHI:

Examples of information 
that is not PHI:
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Treatment, Payment & 
Operations (TPO) Uses and disclosures of PHI are permitted without patient 

authorization for the purpose of healthcare treatment, 
payment, & operations (TPO).

ÁProvision or 

coordination of care by 

or among health care 

providers.

ÁReferral of patients by 

one provider to another.

ÁCoordination of health 

care or other services 

among providers and 

authorized third parties.

Á Coverage 

determinations.

Á Billing, claims 

management and 

medical data 

processing.

Á Review of healthcare 

services for medical 

necessity, etc.

Á Case management, 

care coordination.

Á Audit/compliance 

activities.

Á Conducting or 

arranging for medical 

review, legal services 

or medical necessity.

Treatment Payment Operations

Any use and/or disclosure of PHI outside of TPO requires patient authorization. 
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HIPAA
Minimum Necessary Standard This important HIPAA standard emphasizes that even when 

using Protected Health Information (PHI) for a job-related 
reason, you should only access, use or disclose the 

information that is minimally necessary to complete the 
task you are trying to accomplish. 

Looking at your own information or the 
information of a family member does NOT 
meet this standard!

Minimum Necessary Standard does NOT 
apply to disclosures made:
Å For treatment purposes.
Å To an individual about his or her own PHI.

Å A billing clerk may need to know that a particular test was performed, but not the results of the test.

ÅWhen making an appointment, a scheduler may need to look at when the previous appointment was, but 
not the patient’s entire schedule history.

ÅIf a provider needs to know about a patient’s family history, they should look in the patient’s record to 
see if it is documented there but should not access the actual records of the family members.

Examples of utilizing the Minimum Necessary Standard:



102022 HIPAA & Compliance Education | compliance@aultman.com

What Can I Tell My Patient’s 
Friends & Family?

Health information may be shared with designated family, friends, or others 
who are involved in a patient’s care or payment with the patient’s approval. 

Obtain patient approval before 
sharing PHI.

Oral or written approval is acceptable.

Document it in the medical record.

The patient may change their mind at any 
time.

Use professional judgement when the 
patient is unconscious or incapacitated.

Only disclose the minimum amount of 
information necessary to do your job.

Family & friends should be actively involved
in care in order to receive PHI. 

Remember, you can consult your manager or Compliance for guidance. 
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Snooping Snooping is when a colleague accesses the 
record of an individual for a reason that is not 

job-related, regardless of intent. 

You see your neighbor in the ED and 
access their record to find out why 
they are being treated. 

You hear about a local patient in the 
news that is being treated at 
Aultman, and you access their record 
to see what room they are in. 

Your child recently had a diagnostic 
test performed and you access their 
record to see what the results are.

You access your own record for 
any reason. 

Examples of snooping may include:

Aultman policies DO NOT PERMIT colleagues to look up their own medical information, or that 
of family, friends, co-workers, or patients of interest. 

One way to appropriately access your health information is through the patient portal, Aultman OneChart. 
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HIPAA Audits Aultman is required to have audit trails of 
electronic medical record access and utilizes 

specialized software for this purpose. 

Remember... YOU are responsible for ANY access that occurs under your login password. 

Conduct random audits of colleague access. 

Investigate any patient complaint regarding HIPAA.

Run reoccurring specialized reports, such as:
- Co-worker snooping.            - Snooping on a manager.
- Household snooping.           - VIP snooping.
- Self-access.                             - New-hire snooping.

Aultman uses software that allows us to:

We can see WHO
accessed a record, 

WHEN it was accessed, 
and WHAT information 

was viewed. 

You may be asked to justify your 
access into a record, and any access 

deemed to be unauthorized may 
result in disciplinary action. 
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Common HIPAA Violations

Discussions of patient information in a public place or with unauthorized 
individuals.

Print or electronic information left exposed where visitors or unauthorized 
individuals can view it. 

Records accessed without a need to know. 

Sending patient information to the wrong place. 
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21st Century Cures Act: 
Information Blocking

Information blocking is a practice that is likely to 
interfere with, prevent or materially discourage access, 
exchange or use of electronic health information (EHI).

Electronic Health Information (EHI) 
includes all electronic protected health 
information in a patient’s designated 
record. This includes billing information 
and information used in medical decision 
making. 

Applies to all actors in the healthcare 
system –physicians and other providers, 
hospitals, health IT vendors, health 
information exchanges, etc.

Aultman has a responsibility to generally 
allow access, exchange and use of EHI to 
the extent permitted by law. 

Examples of Information blocking:

Not providing timely access to a patient trying to 
obtain their records or when sending their records 
to another provider. 

Automatic holds on the release of information to 
the patient’s portal account. 

Any colleague who has questions or concerns related to the access, exchange or use of EHI should 
contact the Compliance Department. 

There are 8 exceptions related to fulfilling requests to 
access, exchange or use EHI. If one of these exceptions is 
met, the procedure is not considered information blocking. 
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CYBERSECURITY
AWARENESS

Key Topics:

Å Why is Cybersecurity Important?

Å Mobile Devices

Å Social Media and Patients

Å [Secure] Email

Å Passwords

Å Malware

Å Phishing

Å How to Report a Suspicious Email

It Starts with You
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Why is Cybersecurity so 
Important in Healthcare?

Health care organizations are particularly vulnerable 
and targeted by cyberattacks because they possess 

so much information of high monetary and 
intelligence value to cyber thieves and bad actors. 

The targeted data may include patient’s PHI, 
financial information like credit card and bank 
numbers, SSN and intellectual property 
related to medical research and innovation.  

Stolen health records may sell up to 10 times 
or more than stolen credit card numbers on 
the dark web. 

Patient safety and care delivery may also be 
jeopardized. Losing access to medical records 
and lifesaving medical devices, such as when a 
ransomware virus holds them hostage, may 
deter our ability to effectively care for patients. 

Hackers’ access to private patient data not only 
opens the door for them to steal information, but 
also to either intentionally or unintentionally alter 
the data, which could lead to serious effects on 
patient health and outcomes. 

Source: aha.org

https://www.aha.org/center/cybersecurity-and-risk-advisory-services/importance-cybersecurity-protecting-patient-safety#:~:text=Aligning%20cybersecurity%20and%20patient%20safety,negative%20impact%20on%20clinical%20outcomes.
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Mobile Devices

Mobile devices such as 
laptops, tablets, 

smartphones and USB 
flash drives that contain 

confidential Aultman 
information must be 

password protected and 
encrypted.

Texting of patient information 
should only be performed with 
Aultman approved platforms that 
are secureand encrypted. 

The government prohibits the texting of patient care orders, regardless of the platform used.

PICTURES
Pictures of patients, x-rays, patient 
lists or computer screens may not 
be taken with personal cell phones 
or devices.

TEXTING
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Social Media and Patients
Never forget that the information you learn as part of 

your work at Aultman is confidential and should not be 
shared on social media. HIPAA requires this.

Å Posting pictures of patients.
Å Complaining about patients or 

mentioning patients while complaining 
about your job.

Å Blowing off steam after a hard day, such 
as posting about a difficult experience 
with a very sick patient.

Å Commenting on news stories about 
patients who are being treated at 
Aultman.

Å Letting people know that a celebrity, 
politician or other prominent person is 
being treated at Aultman.

Å Adding information to threads other 
people have started. Even if just one person can identify the patient you are 

posting about, the post is identifiable.

ÅDo not list Aultman in your         
employment section.
ÅDo not reference events that happen at 

work.
ÅKeep social media conversations with co-

workers limited to personal, non-work 
events.
ÅDo not send pictures of patients to your 

friends –they may put them on social 
media.
ÅDo not add or follow any patients on social 

media that you met through work.

What should you avoid?
Best practices
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Protecting Patient Privacy with 
[SECURE] Email

HIPAA allows email communication with patients, providers and 
others so long as appropriate safeguards have been implemented 
to protect the privacy and security of the information being 
shared. Email encryption is one of those safeguards. 

To encrypt an email from an @aultman.com address, type 
[SECURE] anywhere in the subject line.

The brackets [  ]must be included, and the word “secure” is not 
case sensitive.

All emails sent to another Aultman email are already secure and do not 
require encryption.

Emails containing patient or other confidential information that are sent 
outside of Aultman MUST BE ENCRYPTED. 
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Recycling is Great. 
But Not For Passwords!

Using the same password for different accounts 
is tempting –like having one handy key that 
opens every lock you use. But reusing 
passwords is not the solution. 

Compromised passwords are one of the 
leading causes of data breaches and reusing 
passwords can increase the damage done by 
what would otherwise be a relatively small 
incident. 

Cybercriminals know that people reuse 
passwords and often test compromised 
passwords on commonly used sites in 
order to expand the number of accounts 
they can access. 

For instance, if you use the same 
password for your Aultman email as for 
Amazon or your gym membership, a 
breach at one of those companies puts 
all your data at risk. 

Before reusing passwords for different accounts, 
especially across work and personal ones, think 
of all the data that someone could get into if 
they got that password. 
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Be Careful When Surfing the Internet!

The files we download from the internet can harbor behind-the-scenes computer 
viruses and spyware or open a “back door” giving others access to your computer 
without your knowledge. These viruses and spyware are called “Malware.” 

Recently, an Aultman colleague was Googling medical information and found a document that potentially contained 
helpful information. The colleague downloaded a file which did not supply the supposed information but did install 
malware on their PC. Our IT team blocked the malware in time from doing any real damage. 

Don’t open unsolicited attachments. 
Only download files, apps and plugins 

from known trusted sources. 

Don’t download pictures, videos, music 
and other content online without verifying 

their legitimacy. These often contain 
malware. 

Don’t download unknown software or 

files, particularly free software. These files 

may be .exe or .vb files and may contain 

malware. 

Don’t click on links or ads for software in 

email, pop-ups, instant messages/texts or 

social networking sites.

If you download a file or 
document that you suspect 

to be suspicious, please 
place a help desk ticket 
immediately or email 

ephisecurity@aultman.com

Malware

mailto:ephisecurity@aultman.com
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PHISHING
How Criminals Lure You In

Phishing attacks use email or malicious websites to infect your machine with malware and 
viruses in order to collect personal and financial information. 

Phishing emails may appear to come from a real financial institution, e-commerce site, 
government agency, or any other service, business or individual. 

“The password for your email (jane.doe@aultman.com) will expire today, you can change or keep your current 
password. Click here to keep current password.”

“During our regular verification of accounts, we couldn’t verify your information. Please click here to update and 
verify your information.”

“Our records indicate that your account was overcharged. You must call us within 7 days to receive your refund.”

“To see examples of actual phishing emails, and steps to take if you believe you received a phishing email, please 
visit…”

The following messages are examples of what attackers may email or text when phishing for 
sensitive information:
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How to Report a Suspicious Email

If you feel you have received a phishing email or fallen victim to a 
phishing scheme, please notify our IT Security department 

IMMEDIATELY by:

Reporting the message using the Report 
Message button located in the home ribbon 

at the top of your Office 365 screen. 

Submit a Help Ticket located on the 
Employee Portal

or
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It’s everyone’s RESPONSIBILITY

Key Topics:

Å Why Have a Compliance Program?

Å Colleague Expectations

Å Fraud, Waste & Abuse

Å Accessing Policies & Procedures

Å Pay Attention to Detail

Å How to Report a Concern

HEALTHCARE
COMPLIANCE
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Why Does Aultman Have a 
Compliance Program?

Demonstrates a good 
faith effort to comply 

with federal, state, and 
local regulations.

Establishes 
procedures to 

prevent, detect and 
correct non-
compliance.

Provides a method 
for colleagues to 
report potential 

problems.

Serves as a 
resource to 

resolve 
compliance 

issues. 

Aultman’s Compliance Program strives to:

ÅPROTECT our organization, colleagues, and 
customers.

ÅPreserve the level of INTEGRITY that 
Aultman is known for as a highly reliable 
organization.

ÅPromote the continued effort to DO THE 
RIGHT THING. 
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As an Aultman Colleague, What is Expected of Me?

Follow Aultman’s Code of Conduct.

Carry out your job duties with INTEGRITY and HONESTY.

Know the laws and regulations that apply to your job.

Exercise good judgment and do the right thing when performing 
your job.

Report suspected concerns or problems to the Compliance Department or 
Confidential Compliance Line.
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Fraud, Waste & Abuse

Fraud, Waste & Abuse (FWA), a major contributor to sky rocketing health care 
costs, is a primary target of aggressive government resources dedicated to 
identifying and prosecuting offenders. 

If you have a 
concern or 

question about 
how things are 

being done, 
it is important 
that you report 
your concern!

Every year billions of dollars are improperly spent because of FWA.

Combating FWA is everyone’s responsibility! 

As an individual who provides health or administrative services for 
Medicare enrollees, every action you take potentially affects 
Medicare enrollees, the Medicare Program or the Medicare Trust 
Fund.
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Fraud, Waste & Abuse Defined

FRAUD

WASTE

ABUSE

An intentional act of deception, misrepresentation or concealment in order to gain 
something of value.

Over-utilization of services and/or the misuse of resources.

Excessive or improper use of services or actions that are inconsistent with acceptable 
business or medical practice. 

Examples include:
Å Charging in excess for services or supplies.
Å Providing medically unnecessary services.
Å Billing for items or services that should not be paid for by Medicare.
Å Billing for services that were never rendered.
Å Billing for services at a higher rate than is justified.
Å Misrepresenting services resulting in unnecessary cost to the Medicare program, improper payments 

to providers or overpayments. 
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How to Access the Confidential Hotline Information 
via the Aultman Employee Portal:

Select My Aultman, then select Compliance

Next select Corporate Compliance Line or click 
the link in the last paragraph. If you prefer to call 
into the hotline, the phone number is also listed. 
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How to Access Aultman’s Policy & Procedures

Policies & Procedures can be accessed via the 
Employee Portal under Resources.

Policies & Procedures (P&P) set expectations and 
proper ways of doing things. They guide day-to-day 

activities, help promote consistency in practices, reduce 
mistakes, and keep patients and colleagues safe. 
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Pay Attention to We are all susceptible to errors. “Pay attention to detail” is an 
HRO tool designed to prevent us from making unintended slips 
and lapses when we perform familiar, routine acts as if we are 

on auto pilot. 

Using the STAR methodfor those critical points of no
return allows us to minimize distractions and concentrate
on the task at hand. 

STOP –pause before you do anything.

THINK –think about what you’re about to do. 

ACT –when you actually perform the task. 

REVIEW –check to make sure you’ve done
exactly what you’ve meant to do. 

Common examples of  errors that could lead to 
HIPAA violations and potentially affect patient 
safety:

A patient receives another patient’s discharge paperwork.

Results are sent to the wrong provider due to the wrong
information being chosen from a drop-down list.

A fax being misdirected due to not entering the correct
fax number.

Scanning patient information into the wrong medical
record.

Individuals receiving the billing statement for another
patient due to the wrong information being entered or
selected.



How to Report a Compliance or Privacy 
Concern
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Discuss concerns with your manager or another member of the 
management team.

Contact the Compliance Department at:
Å Ext. 33380 or 330-363-3380
Å compliance@aultman.com

Report anonymously to the Aultman Compliance Line at:
Å 1-866-907-6901
Å Or online at https://www.aultman.org/complianceline

*this hotline is managed by a third-party company and sends the 
anonymous report to the Compliance Department for investigation 
and resolution.

Colleagues reporting in good faith will not be subject to 
retaliation. 

mailto:compliance@aultman.com
https://www.aultman.org/complianceline
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HIPAA regulations require Aultman to provide ongoing 

compliance education for all colleagues and other members of 

the Aultman workforce. We have created a post-test to 

demonstrate your understanding of the information provided in 

this education. Every colleague must complete the post-test and 

answer 80% of the questions correctly.

Please proceed to the post-test now.


