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Thank you for 
taking the time to 
complete this 
important 
education. Most of 
all, thank you for 
your continuous 
effort each day to 
protect the privacy 
of our patients and 
to perform your 
work with honesty 
and integrity. 

The Aultman Compliance Program was established to support our 
commitment to the highest standards of conduct, honesty, and 
integrity in our business practices.
 
Compliance is all about doing the right things for the right reasons 
all the time. 

Compliance programs exist to support organizational adherence to 
legal and ethical standards, mitigate risks, enhance patient safety 
and to outline organizational responsibilities. 

You are a key part of Aultman’s compliance program. Anyone can 
identify and report a compliance concern. 

When in doubt, ask! Talk with someone about your concerns, use 
the confidential compliance line or call us in the Compliance office. 
If you’re concerned about something, then we’re concerned about 
it, too.

Aria Walker
Chief Compliance and Privacy Officer
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The Aultman Compliance Program

Aultman’s Compliance Program is modeled after the Department of Health and 
Human Services (HHS) Office of the Inspector General (OIG) General Compliance 
Program Guidance, which defines seven elements of a successful Compliance 
Program. A successful Compliance Program prevents, detects and corrects 
noncompliance as required by applicable laws and regulations.

Written 
Standards. 

Policies and 
Procedures & 

Code of 
Conduct

Compliance 
Leadership 

and Oversight

Effective 
Training & 
Education

Effective Lines 
of 

Communication 
With the 

Compliance 
Officer and 
Disclosure 
Program

Enforcing 
Standards: 

Consequences  
& Incentives

Risk 
Assessment, 
Auditing and 
Monitoring

Responding to 
Detected 

Offenses and 
Developing 
Corrective 

Action 
Initiatives

7 Elements of an Effective Compliance Program
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Demonstrates a 
good faith effort 
to comply with 

federal, state 
and local 

regulations.

Establishes 
procedures to 

prevent, detect 
and correct 

noncompliance.

Provides a 
method for 

colleagues to 
report potential 

problems.

Serves as a 
resource to 

resolve 
compliance 

issues.

Why does Aultman 
have a Compliance 

Program?
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Aultman Code of Conduct

The Aultman Code of Conduct is the foundation of the compliance program and 
defines Aultman’s expectation and commitment to legal and ethical business 
practices for all colleagues. 

   Aultman’s Corporate Code of Conduct:

• Defines Aultman’s general guiding 
principles; 

• Provides guidance to help colleagues meet 
ethical and legal standards;

• Outlines acceptable business practices, 
conflicts of interest and expected standards 
of ethical and moral behavior;

• Contains resources to help resolve any 
questions about appropriate conduct in the 
workplace; and 

• Governs all of our relationships.
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Follow Aultman’s 
Code of Conduct

Carry out 
your job 

duties with 
honesty 

and 
integrity

Know the 
laws and 

regulations 
that apply 
to your job

Exercise 
good 

judgment 
and do the 
right thing

Expectations of an 
Aultman Colleague

Report 
suspected 
concerns 

and 
problems

Everyone is required to promptly report violations of actual or suspected 
noncompliance. 

There is NO retaliation against you for reporting in good faith.

2025 - 2026 Compliance & HIPAA Education | compliance@aultman.com

mailto:compliance@aultman.com


Workplace Environment

Aultman is committed to providing a working environment where 
employees can be involved and productive, where open, honest 
working relationships exist and where colleagues can perform their 
jobs safely. 

Aultman prohibits unfair treatment, harassment, bullying or 
workplace violence of any type. If you become aware of any possible 
unlawful harassment, whether you are directly affected or not, you 
should report the matter to Human Resources / Colleague Relations 
or the appropriate manager. 
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Fraud, Waste & Abuse (FWA)

Aultman’s Compliance Program is also established to prevent and detect fraud, 
waste and abuse. FWA is the intentional and unintentional actions that result in 
the misuse of resources, funds or services.

FWA violations can result in criminal
and/or civil penalties. 

An intentional act of deception, 
misrepresentation or concealment to gain 
something of value.
• Example: Billing for services not 

provided.

Over-utilization of services and/or the 
misuse of resources.
• Example: Unnecessary lab tests.

Practices inconsistent with sound fiscal, 
business or medical standards.
• Example: Requesting reimbursement 

for services that are not medically 
necessary.

FRAUD

WASTE

ABUSE
Government agencies, including the Department of Justice, the 
Department of Health & Human Services Office of the Inspector 

General (OIG), and the Centers for Medicare & Medicaid Services 
(CMS), are charged with enforcing laws that combat fraud, waste and  

abuse. 

2025 - 2026 Compliance & HIPAA Education | compliance@aultman.com

mailto:compliance@aultman.com


Prevention of Fraud

To help prevent possible fraud, what should you do?

Clearly and legibly document all information/procedures in the 
medical chart, including who requested and provided the service.
• If it is not documented, it cannot be billed.

Be aware of problems that keep occurring, especially payment
  denials, as these can be signs of possible false claims. 

  Do not do something just because “everyone else is doing it.” This
  does not make it right! If you have a concern about whether you are
  performing a task correctly, ask your supervisor. 

  Be careful when starting new processes. Be sure the change does
  not cause incorrect claims to be submitted or other errors, which
  may result in fraud. 
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The five most important federal fraud and abuse laws are:

▪ False Claims Act Protects the government from being overcharged or sold shoddy 
goods or services. It is illegal to submit claims for payment to Medicare or Medicaid that
you know or should know are false or fraudulent. Penalties can impact the individual and                        
the organization.

▪ Anti-Kickback Statute Criminal law that prohibits the knowing and willful payment of 
“remuneration” or money paid for work or a service, to induce or increase patient referrals of any item or 
service payable by federal healthcare programs. Remuneration includes anything of value including cash, 
free/reduced rent, expensive hotel stays and meals and excessive compensation for medical directorships 
or consultancies. Violating AKS can result in serious penalties.

▪ Stark Law (Physician Self-Referral Law) Prohibits providers from referring patients for certain 
services payable by Medicare or Medicaid to entities the provider or an immediate family member has a 
financial relationship with, unless an exception applies. Penalties are high, even if violation is 
unintentional. 

▪ Exclusion Authorities The Office of Inspector General (OIG) is legally required to exclude 
individuals and entities from participation in all federal healthcare programs if convicted of the criminal 
or misdemeanor offenses including: (1) Medicare or Medicaid fraud, (2) patient abuse or neglect, (3) 
felony convictions for other healthcare-related fraud, theft or other financial misconduct including those 
involving controlled substances. Direct and indirect providers on the exclusion list will not receive 
payment for any services ordered or rendered. 

▪ Civil Monetary Penalties Law OIG may seek civil monetary penalties, fines and sometimes 
exclusion for a wide variety of conduct. Penalties range from $10,000 to $50,000 per violation.
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EMTALA
Emergency Medical Treatment and Labor Act

EMTALA was enacted by Congress in 1986 and was designed to prevent hospitals from 
transferring uninsured or Medicaid patients, including those in active labor, to public 

hospitals without, at a minimum, providing a medical screening examination to ensure 
they were stable for transfer. 

This law REQUIRES Medicare-participating hospitals with dedicated emergency 
departments, like Aultman, to screen and stabilize the emergency medical 
conditions of patients in a nondiscriminatory manner to anyone, regardless of their 
ability to pay, insurance status, national origin, race, creed or color. 

▪ Hospitals must keep a central log that includes information on everyone who comes to the 
hospital seeking treatment for a perceived emergency medical condition, including the 
labor and delivery department. 

▪ A hospital must report to CMS or the state survey agency any time it has reason to believe 
it may have received an individual who has been transferred in an unstable emergency 
medical condition from another hospital in violation of EMTALA. 

▪ The Department of Health and Human Services (HHS) Office of the Inspector General (OIG) 
may impose a civil monetary penalty on a hospital or provider for an EMTALA violation. 
CMS may also penalize a hospital by terminating its provider agreement. 
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Hospitals have three main obligations 
under EMTALA: 

Any individual who comes to the emergency department for a perceived medical 
emergency must receive a medical screening examination by an authorized 
provider to determine whether an emergency medical condition exists. Examination 
and treatment cannot be delayed to inquire about methods of payment or insurance 
coverage. 

If an emergency medical condition exists, treatment must be provided until the 
emergency medical condition is resolved or stabilized. If the hospital does not have 
the capability to treat the emergency condition, an “appropriate” transfer of the 
patient to another hospital must be done in accordance with the EMTALA provisions. 

Hospitals with specialized capabilities are obligated to accept transfers from 

hospitals who lack the capability to treat unstable emergency medical conditions. 
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Section 1557 Regulations

Since the signing of The Affordable Care Act (ACA) in 2010, Section 1557 has stood to 
protect patients from discrimination in healthcare. Section 1557 specifically prohibits 
healthcare providers and insurers that receive federal funding from discrimination 
against individuals based on the following:

RACE COLOR NATIONAL 
ORIGIN

SEXAGE DISABILITY

Section 1557 safeguards patients from discrimination in various healthcare settings, 
including health centers, hospitals and telehealth services. This includes refusing 
treatment or providing unequal care. 
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Requirements of Section 1557

Language Assistance Services. Aultman will provide services for individuals with limited 
English proficiency (including individuals’  companions with limited English proficiency) to ensure 
meaningful access to our programs, activities, services and other benefits. This may include:

• Electronic and written translated documents
• Qualified interpreter

Appropriate Auxiliary Aids and Services. Aultman will provide appropriate auxiliary aids and 
services for individuals with disabilities (including individuals’ companions with disabilities) to 
ensure effective communication. This may include:

• Qualified interpreters, including American Sign Language interpreters
• Video remote interpreting
• Information in alternate formats (large print, recorded audio and accessible electronic 

formats). 

Reasonable Modifications. Aultman will provide reasonable modifications for qualified 
individuals with disabilities, when necessary to ensure accessibility and equal opportunity to 
participate in our programs, activities or other benefits. 

Aultman will provide 
individuals the following in a 
timely manner free of charge:
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Requirements of Section 1557 Cont.

Section 1557 Coordinator - Aultman must designate a coordinator to oversee compliance with its 
responsibilities under Section 1557, including the investigation of any grievances communicated to it 
alleging noncompliance with Section 1557. Aultman’s Coordinator can be reached by contacting the 
Compliance Department at 330-363-3380 or CivilRightsCoordinator@aultman.com 

Filing a Concern – Any person who believes an individual has been subjected to discrimination on the basis 
of race, color, national origin, disability, age or sex may file a grievance.

 

Aultman Health System

– Phone: 330-363-4992 and speak with Patient Relations.

– Email: CivilRightsCoordinator@aultman.com 

Office for Civil Rights

– Individuals can file a complaint of discrimination electronically through the Office for Civil 
Rights Complaint Portal: https://ocrportal.hhs.gov/ocr/portal/lobby.jsf.

– By Mail:
• US Department of Health and Human Services – Office for Civil Rights, 

200 Independence Avenue, SW, Room 509F, HHH Building, Washington, D.C. 20201
Telephone: 1-800-537-7697 | TDD: 1-800-537-7697 | Email: ocrmail@hhs.gov
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How to Report a 
Compliance Concern
▪ Discuss concerns with your manager or 

another member of the management team.

▪ Contact the Aultman Compliance 
department: 
❖ 330-363-3380
❖ Ext. 33380
❖ compliance@aultman.com 

▪ Report anonymously by calling the 
    Aultman Compliance Line at:

❖1-866-907-6901
❖Or online at 

aultman.org/complianceline
          (This hotline is managed by a third-party company
           and sends the anonymous report to the Aultman 
           Compliance department for investigation and
           resolution.)

Employees reporting in good faith 
will not be subject to retaliation.

2025 - 2026 Compliance & HIPAA Education | compliance@aultman.com

mailto:compliance@aultman.com
mailto:compliance@aultman.com
https://www.aultman.org/complianceline
mailto:compliance@aultman.com


HIPAA 
Compliance

It’s everyone’s RESPONSIBILITY

Protected Health Information (PHI)

Sharing Information With a Patient’s 
Friend & Family / Do Not Publish (DNP)

Snooping / Unauthorized Access

Minimum Necessary Standard

Pay Attention to Detail

Who Must Comply With HIPAA?

HIPAA Audits

What is HIPAA?

HIPAA Breach
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The federal law establishing privacy and security standards to protect an individual’s medical 
records and other health information provided to health plans, doctors, hospitals and other 
healthcare providers. Under these standards, Aultman is required to protect patient 
protected health information (PHI) and electronic protected health information (ePHI).

HIPAA rules have three key parts:

HIPAA
Health Insurance Portability and Accountability Act

Security Rule
Requires specific 

safeguards to 
protect the 

confidentiality, 
integrity and 

availability of ePHI. 
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Breach 
Notification 

Rule
Requires notification 
of unsecured breach 
to individuals, HHS 
(OCR) and media if 

over 500 individuals 
affected.

Privacy Rule
Sets national 

standards and 
protections for the 
use and disclosure 
of an individual’s 

PHI.  
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• Hospitals
• Physician practices
• Clinics
• Nursing homes
• Rehab facilities
• Pharmacies
• Healthcare workers

• Health insurance companies
• Health maintenance organizations (HMO)
• Employer-sponsored health plans
• Government programs that pay for 

healthcare, such as Medicare, Medicaid, 
and military and veterans’ health 
programs
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HIPAA Covers All Protected Health 
Information (PHI)

PHI is any past, present or future physical or mental health information that 
could identify a person, including payment information. 

May include:
▪ Patient name, address, age, date of birth, social security number, clinical 

information, test results, diagnosis, photos, employer, etc.

▪ Can be in any form including electronic, paper or oral. 

Examples of PHI:

✓ Medical records
✓ X-rays
✓ Claims or billing records
✓ Conversations with patients
✓ Blood test results
✓ Health information regarding a person 

who has been deceased less than 50 
years. 

Examples of information that is not PHI:

× Employment records held by an 
employer, like:
× Sick leave requests
× Drug screening as condition of 

employment
× Disability insurance forms

× Family Education Rights and Privacy 
Act (FERPA) records

× De-identified health information
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Permitted PHI Use and Disclosure

Hospitals and physician offices use PHI. They also disclose it outside the 
organization for different purposes. Some examples include:

Use: The access to, or sharing of PHI, within Aultman.

           ✓  Doctors’ orders for treatment
           ✓  Nurses’ notes for quality review
           ✓ Patient registration

Disclosure: The release of PHI to any person or entity outside of Aultman.

           ✓  Public health reporting
           ✓  Claims submission to insurance companies for payment
           ✓ Accreditation organizations (for example: The Joint Commission)

HIPAA requires a healthcare provider to have a legitimate treatment or business 
need to use or disclose PHI. 
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HIPAA
Minimum Necessary Standard

How can you protect PHI? Only access and disclose the minimum amount of 
protected health information (PHI) for a job-related reason. This is called the 
Minimum Necessary Standard. 

▪ It’s simple: Accessing the medical 
records of yourself, your family, 
your friends, your neighbors or 
your co-workers for a non-work-
related reason is strictly 
prohibited.

A billing clerk may need to know 
that a particular test was 
performed, but not the results of 
the test. 

When making an appointment, a 
scheduler may need to look at when the 
previous appointment was, but not the 
patient’s entire schedule history. 

If a provider needs to know about a 
patient’s family history, they should 
look in the patient’s record but not 
the actual records of family members. 

Examples of following the minimum 
necessary standard:
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Sharing Information With a 
Patient’s Family & Friends

To do so, you must:
▪ Obtain patient approval before 

sharing PHI.
• Oral or written approval is 

acceptable.
• This approval must be documented 

in the medical record.
• The patient may change their mind 

at any time. 

▪ Use professional judgment when 
the patient cannot speak for 
themselves. 

• Only disclose the minimum 
amount of information necessary.
• Family & friends should be actively 

involved in care to receive PHI. 

Health information may be shared with designated family, friends or 
others who are involved in a patient’s care or payment with the 
patient’s approval.
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Do Not Publish
(DNP)

HIPAA allows Aultman to maintain a 
directory containing certain information 

about a patient that CAN be disclosed to the 
general public. This directory includes the 
patient’s name, location and a one-word 

statement of condition. 

▪ Patients can choose to opt out and be excluded from the Aultman 
patient directory. These patients are considered “do not publish” or a 
DNP patient. 

▪ Calls or inquires for a DNP patient should be answered: “We have no information on 
anyone by that name.”

▪ DNP status does not apply to clinical staff who have a need to know. 

▪ If you receive a call or request about the location of a patient, you should contact the 
information desk or transfer the call to the hospital operator. You should NOT access the 
patient’s record.  
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Snooping is when a colleague 
accesses the record of an 
individual for a reason that is 
not job-related, regardless of 
intent. 

▪ Aultman polices DO NOT 
PERMIT colleagues to look up 
their own medical information, 
or that of family, friends, co-
workers or patients of interest.

▪ Colleagues can appropriately 
access their medical 
information through the 
patient portal, Aultman 
OneChart.

Examples of 
snooping:

You see your 
neighbor in the ED 

and access their 
record to find out 

why they are being 
treated. 

Your child recently 
had a diagnostic 
test performed 
and you access 

their record to see 
what the results 

are. You access your 
own record for 

any reason. 

You hear about an 
interesting case your 

colleague is treating. You 
decide to access the 

patient’s record without a 
healthcare relationship to 

follow the course of 
treatment. 

Snooping and
Unauthorized Access
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HIPAA Audits
Aultman monitors and audits access to all 

electronic medical record systems, as 
required. 

Audit reports show:
• WHO accessed a record

• WHEN it was accessed

• WHAT information was 
viewed. 

Colleagues may be asked to justify their 
access into a record, and any access deemed 
to be unauthorized may result in disciplinary 

action. 

Remember...YOU are responsible for ANY access that occurs under 
your login password. 

JUST BECAUSE YOU CAN ACCESS SOMETHING DOESN’T MEAN 
YOU SHOULD!
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Pay Attention to Detail

We are all susceptible to errors. “Pay attention to detail” is an HRO 
tool designed to prevent us from making unintended slips and 
lapses when we perform familiar, routine acts as if we are on 

autopilot. 

Common examples of errors that could lead to HIPAA 
violations and potentially affect patient safety:

        A patient receives another patient’s discharge paperwork.

        Results are sent to the wrong provider due to the wrong
        information being chosen from a drop-down list.

        A fax being misdirected due to not entering the correct
        fax number.

        Scanning patient information into the wrong medical
        record.

        Individuals receiving the billing statement for another
        patient due to the wrong information being entered or
        selected.
Compliance department reporting is required for all above 
examples.

Using the STAR method for those 
critical points of no return allows 
us to minimize distractions and 
concentrate on the task at hand.

 – pause before you do 
   anything.

 – about what you’re about 
   to do.

  – when you actually 
                       perform the task.

 – check to make sure 
                       you’ve done exactly 
                       what you’ve meant to do.

STOP

THINK

ACT

REVIEW
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HIPAA Breach
A HIPAA breach is an inappropriate access, 
acquisition, use or disclosure of PHI and can 
carry serious consequences. 

Breaches occur when PHI is:
• Lost, stolen or improperly disposed of,
• Compromised when a colleague falls for a phishing email, downloads 

malware or grants bad actors access to our systems,
• Accessed inappropriately by colleagues who have no business reason 

to do so,
• Communicated or sent to someone who has no official need to receive 

it (i.e. gossip, social media posts, snooping).

Potential and suspected breaches or disclosures must be reported to 
Aultman Compliance immediately.
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Cybersecurity
Awareness

It’s everyone’s RESPONSIBILITY

Social Media

Mobile Devices

Why is Cybersecurity Important?
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Colleague Responsibilities

Use of Aultman Assets
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Why Is Cybersecurity Important 
to Healthcare?

Healthcare organizations are particularly vulnerable and 
targeted by cyberattacks because they possess so much 

information of high monetary and intelligence value to cyber 
thieves and bad actors. 

▪ Stolen health records may sell up to 10 times or more than stolen credit card numbers 
on the dark web. 

▪ Patient safety and care delivery may also be jeopardized. Losing access to medical 
records and lifesaving medical devices, such as when a ransomware virus holds them 
hostage, may deter our ability to effectively care for patients. 

▪ The targeted data may include a patient’s PHI, financial information like credit card and 
bank numbers, SSN and intellectual property related to medical research and 
innovation.  

▪ Hackers’ access to private patient data not only opens the door for them to steal 
information, but also to either intentionally or unintentionally alter the data, which 
could lead to serious effects on patient health and outcomes.
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Securing Aultman Systems Is 
Our Shared Responsibility 

Remember:
• NEVER provide your Aultman username and 

password when asked in email or to access an 
email attachment.

• Even if you know the sender, if it is an 
unexpected attachment, check with IT before 
opening it.

• If something looks suspicious, seems odd or is 
unexpected, report it via the phish button. If it 
is legitimate, IT will let you know. 

• If you enter your credentials in error, are 
notified someone’s email was compromised or 
receive a suspicious phone call(s), notify IT 
immediately at EPHIsecurity@aultman.com. 
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Colleagues are prohibited 
from using Aultman 
computer assets for 

personal use.

The files we download from the internet can harbor behind-the-scenes 
computer viruses and spyware or open a “back door,” giving others access to 
your computer without your knowledge. 
These viruses and spyware are called “malware.” 

▪ Stay Alert: Don’t open unsolicited 
attachments. Only download files from 
known trusted internal sources.

▪ Be Smart: Don’t download unknown 
software (especially free software), files 
or pictures. These files may be .exe or 
.vb files and may contain malware.

▪ Be Diligent: Don’t click on links or ads 
for software in email, pop-ups, instant 
messages/texts or social networking 
sites. 

If you download a file or document 
that you suspect to be suspicious, 

please place a help desk ticket 
immediately or email 

ephisecurity@aultman.com.
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Mobile Devices

Mobile devices such as laptops, tablets, smartphones and USB flash 
drives that contain confidential Aultman information must be 
password protected and encrypted.

▪ NEVER take pictures of patients or items such as X-rays, patient lists or computer 
screens with personal cell phones or devices.

▪ Texting of patient information should 
    only be performed with Aultman 
    approved platforms that are secure 
    and encrypted. 

When using a secure texting 
platform (STP), patient care 

information and orders can be 
shared among healthcare team 

members. 

 Aultman DOES NOT allow 
texting of patient care orders, 

regardless of the platform used.
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Social Media 

✓ Do not list Aultman in your 
employment section.

✓ Do not reference events that 
happen at work.

✓ Keep social media conversations 
with co-workers limited to 
personal, non-work events.

✓ Do not send pictures of patients 
to your friends 

✓ Do not add or follow any patients 
on social media that you met 
through work.

What should you avoid?                                  Best practices 

Even if just one person can identify the patient you are posting about, the post is 
identifiable and may be a HIPAA breach.

× Taking/posting pictures of patients.
× Complaining about patients or 

mentioning patients while 
complaining about your job.

× Blowing off steam after a hard day, 
such as posting about a difficult 
experience with a very sick patient.

× Commenting on news stories about 
patients who are being treated at 
Aultman.

× Letting people know that a celebrity, 
politician or other prominent person 
is being treated at Aultman.

× Adding information to threads other 
people have started.

The information you learn as part of your work at 
Aultman is confidential and should NEVER be shared 
on social media. 
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Compliance Department 
Ext. 33380 or 

compliance@aultman.com
Contacts

Aria Walker 
Chief Compliance and Privacy 

Officer
Section 1557 Coordinator

Ext. 33199 or
330-363-3199

aria.walker@aultman.com

Stacy Diehl        Physician Practice Group Compliance
                              Officer
                             Ext. 46303 or 330-433-1303
  stacy.diehl@aultman.com

Brenda Greer     Aultman Alliance Community Hospital
                               Liaison
          Ext. 33959 or 330-363-3959
          brenda.greer@aultman.com

Aria Walker      Integrated Health Collaborative
  Interim Compliance & Privacy Officer
          Ext. 33199 or 330-363-3199
          aria.walker@aultman.com 

Janice Cooper    
Director, IT Security
Ext. 33403 or 330-363-3403 
janice.cooper@aultman.com

Direct questions regarding Systems and 
Technology Security to:
EPHIsecurity@aultman.com or submit a 
Help Ticket via the Employee Portal. 

Ed Kunz   
Information Security Officer
Ext. 39303 or 330-363-9303
ed.kunz@aultman.com
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HIPAA regulations require Aultman to provide ongoing 

compliance education for all colleagues and other members of 

the Aultman workforce. We have created a post-test to 

demonstrate your understanding of the information provided 

in this education. 

Every colleague must complete the post-test and answer 80% 

of the questions correctly.

Please proceed to the post-test now.

mailto:compliance@aultman.com
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